
SPEAR PSHING

This definition explains the meaning of spear phishing, how it seeks unauthorized access to sensitive information from
an organization or individual, and how to.

Since the symbol looked like a fish, and due to the popularity of phreaking it was adapted as "Phishing".
Phishing emails are sent to very large numbers of recipients, more or less at random, with the expectation that
only a small percentage will respond. The goal of phishing attacks is to send a spoofed email or other
communication that looks as if it is from an authentic organization to a large number of people, banking on the
chances that someone will click on that link and provide their personal information or download malware.
How does spear-phishing work? Understand the concept of spear phishing See a spear phishing example
Distinguish spear phishing vs. Learning Objectives Understand the concept of spear phishing See a spear
phishing example Distinguish spear phishing vs. Have smart passwords: Do not just use one password or
variations of passwords for every account that you own. Some targeted campaigns involve documents
containing malware or links to credential stealing sites to steal sensitive information or valuable intellectual
property, or to simply compromise payment systems. The same personalized technique is used in whaling
attacks. If the victim chooses to authorize the app, a "token" will be sent to the attacker and the victim's
personal sensitive information could be exposed. The difference between them is primarily a matter of
targeting. However, several risk prevention measures can help, including two-factor authentication 2FA ,
password management policies and educational campaigns. The success of spear phishing depends upon three
things: The apparent source must appear to be a known and trusted individual; there is information within the
message that supports its validity; and the request the individual makes seems to have a logical basis. A
whaling attack is a spear-phishing attack directed specifically at high-profile targets like C-level executives,
politicians and celebrities. Victims are asked to open a malicious attachment or click on a link that takes them
to a spoofed website where they are asked to provide passwords, account numbers, PINs, and access codes.
People are significantly more likely to comply with requests from authority and trusted figures. Vishing voice
phishing sometimes uses fake caller-ID data to give the appearance that calls come from a trusted
organization. Threat actors might start with emails harvested from a data breach, but supplement that with a
host of information easily found online. This is achieved by acquiring personal details on the victim such as
their friends, hometown, employer, locations they frequent, and what they have recently bought online. Does
the email include business lingo or expressions not normally heard within your company or from your staff?
Employees who are aware of spear phishing are less likely to fall victim to an attack. Frequently update your
software: If your software provider notifies you that there is a new update, do it right away. Attacks relying
solely on social engineering and business transaction could even be done through a basic email account from a
regular provider without any extra tooling. Learn to recognize the basic tactics used in spear phishing emails,
such as tax-related fraud, CEO fraud, business email compromise scams, and other social engineering tactics.
Phishing Spear-phishing can easily be confused with phishing because they are both online attacks on users
that aim to acquire confidential information. Spear phishing[ edit ] Phishing attempts directed at specific
individuals or companies have been termed spear phishing. Instead of blanket sending out lots of emails,
you're just sending out one or two and you're crafting them in a better way. Contact the associate, friend or
business purporting to send the message by a separate communications channel to confirm the request. Every
password that you have should be different from the rest â€” passwords with random phrases, numbers, and
letters are the most secure. Show More Spear phishing definition Spear phishing is the act of sending and
emails to specific and well-researched targets while purporting to be a trusted sender. As a result, the attack
deserves special attention when formulating your application security strategy. Whaling attacks always
personally address targeted individuals, often using their title, position and phone number, which are obtained
using company websites, social media or the press. That information would then be sold on the black market
or used for fraud or identity theft. As a result, even high-ranking targets within organizations, like top
executives, can find themselves opening emails they thought were safe. Finally, enterprises should ensure that
their security software, such as spam filters and antivirus software , are kept up to date. In an enterprise,
security awareness training for employees and executives alike can help reduce the likelihood of a user falling
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for spear phishing emails. Barracuda Sentinel is a cloud-hosted service that uses artificial intelligence for
real-time spear-phishing and cyber fraud defense. Here are some best practices to defend against spear
phishing attacks: Be wary of unsolicited mail and unexpected emails, especially those that call for urgency.
This is why spear-phishing attacks are becoming more prevalent. Typically this requires either the sender or
recipient to have been previously hacked for the malicious third party to obtain the legitimate email.


